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ICMP Redirect 





Identification 



a 9 _ j _o 



eng_adelvip@yahoo.com 



S^lllll I 



Type 11 Time Exceeded Message 

Jl (jl ojLi_^/ J___jjqJI ^Jl cUL_jjJI o_L__ J-uip 

,~j.^ 3 ____ TTUI 2LajlS 0^ ^_ju' ^ packet 



Source quench message (Type 4) 

JjJJlLI j__%5U (J-lqjJ__JI _i__J (Jjq cULujJI o.i__ J_ujp 



joLijJI J_£L__jo < iini 1 __JJj9 iliLjUJI JLujI J-Lslq 



^LiLJI J__j *l___l 



ICMP Redirect (Type 5) 

p.\k"..it . n.< (_J_J tj09jJI _ _g_agjQ £9—11 1.1— 9 

Jjii (juO d IMoV-.'l |o!j ■ "<<q JjLujjJI (juO £9— Jl 1^— a 
(J I jjglj (Jjq jlf^L 2U____1q cL_Ll-_j LLj_lI cul Li___>ji> 9J 

o___l oj_n2il ^>_Ll9 default gateway ^ ji__l L__J jl 

.hnn -jljjgljJI o_l_& _l_J jol.iMni^ o_LSLo 3_^i_Ul 

( ^_i_^l___ jC j| ___J ijii default gateway Jl__ 

<i_JL5L0 3__ll_lJ J^__oc)JI 





^La^I ___J ICMP Redirect Jl >l_5li 

** 1 ** ** *** *** 

2_b_o Jg^fl ^-ILLo (jc>^j _Tj jj_S __U___ 

clLqx SjJIg pg^^i' IAi3_ jgAj NetworkSet 

*LiIaj c_t-iLaa_--JI (Jjq ^cpJI l_L__ Ajlilij Sin Kg 

ICMP Jc^cpgj-j ^lc cL&jj__j ojJAj ^_1LL_j 
JL____j^{| jLii__4 p.^i..n cux i-Qj-fcj La__ Jc^gjgjjJI 
^JLc ^jjL___^ ^ju JL___j_4I JJ^LIlo ^JLc .iajJLLllg 

cul ^ _i>j c>_i_i layer 3 dUlUl a_i±]__JI ^ 3 "..^ 

Reporting Protocol gl Messaging Protocol 

♦ * 

SKniflll J9-* ^JjiiJ JLujI cUjq_2_jQ (jl 

♦ ♦ ~ ** f ** 

o_i_l 1 1)1*19 J-^^l ^jJ-JJ J9_-a9.ll 9I JL___J^I ^-0 

l-jLqqI9/o JLjjjL >hnn ^JLUL cvKnifl II 

£M___^/ (jm I9 Lq SKnto ^9.^99 JL___j^/l 5JL_ J9__ 

Si-L-jjoJI oAiL 

^Ulg JjL_jjJI ^I9jI (Jjq __j_i5lII J9__9*_9^JI I_i__J9 

cUL_ 9I ^JL5LO (J*9>C ^-0 L__JJQ J_S |Q.^7nn 

Echo Request (Type 8) 

^Ulg ICMP JI^Ua__I__jI ^I^cU^Ioj^ 

** ♦ ~ * 

(Jjq Jj^bJI ^^9 jLi__^( ping jjqI gjo jo.tVi mm 

.JL_oj^I 

Echo Reply (Type 0) 

Jl ^ jjjLi >^l Jj^ItJI 0-^ 0! J^- 

.SJLxijJI oJ__hj Echo request 

Destination Unreachable (Type 3) 

ji_^/l L_3jJ__U J9___»9JI jA&j cul ^Islj cUL-ijJI o_l__9 
JL Jiyu U L_J ICMP Jl J_iL_jj 0' J^Mj9 
1 Hni ^JLc __Dj_s2_LII joIj cUM__, (Jjq jOjqj 9.^9 code 

^ cub Type 3 code 0 MIaxj ska^h 

J9____9J| i ^ cU^J ji_^/l -i-jhl 1 J9___t9.ll (J-__aj 

^is-j l___n_j Type 3 code 1 3 Lol *<\ o___iJ 

gjjQ |OJ cu^/ <_QjJaJJ Jgj-ogJI joIj jqJ cul 

jLiij Ll_b L 52jJ__9 cLo d__i^ JjJa (Jjq JL___j^/I \ 

.^jiuiji^Ji^! N 




O-U j_rt___JI __\JJ 0___9___dl 
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^jj J^^aJI ^kfiljUl JUjl ^ o^jJ ^Uj 9 ajpo^JI jLiiaJ ICMP Redirect JLjjL jlLiJI ,09^ 
defaultJI 9A jlL&JI jL^ ^i^J ^LsJI jL&^ ^Jl Mia id^j ^infill £09* 0 <i Jo Ch** 0' 
jjq^L id^j (jinnll gi^jQ ip ^lc Jqi^^IL ^9! j^LjJI jq^Hj liJJjJg cjl^dl l^ml Jq^qI 1 gateway 

* 69.63*190*70 9^9 ping www.facebookxom 
ICMP Redir ,oj DHCP jj ^lr. J^JL ,oj 0x4553-lntercepter SI J ^Jl ^lIj ,oj u 



1 
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♦Send Packet ^sLj^j jOJ oj^^aJL ^/^qjci ^ La£ ^jgLL&JI < nnrng 




J^JJ 11 U 1 ^ 



Original Gateway - 




192 . 1G8 . 1 . 1 




rTargetlP- 



192 .163. 1 




default < j<i^vii ji^v^ 2/vi^7..«^ 

jlgiidl lAiHj a^lii route jgmh J^Mig route print j^qI culc aisu 

.gateway 



Select C:\WINDOWS\system32\cmd.exe 



\Documents and Sett ings\Admin istrator>route print 



Interface List 

0x1 

0x2 ...00 0c 29 b2 dO d3 
cheduler Miniport 



Ictiue Routes: 
let work Destination 
0.0.0.0 



. . . IIS TCP Loopback interface 

. . . AMD PCNET Family PCI Ethernet Adapter 



- Packet S 



Net mask 
0.0.0.0 



127.O.0.0 
192.168.1.0 



255.0.0.0 
255.255.255.0 



192.168.1.2 255.255.255.255 
192.168.1.255 255.255.255.255 



224.0.0.0 



240.0.0.0 



255.255.255.255 255.255.255.255 



Gateway 

12?'. 0.0.1 
192.168.1.2 

127.0.O.1 
192.168.1.2 
192.168.1.2 
192.168.1.2 



I nterf ace 
192 .168 .1.2 

12?! O.O.I 
192.168.1.2 

127.0.0.1 
192.168.1.2 
192.168.1.2 
192.168.1.2 



Metric 
1 



192.168.1.1 



(e f au It Gat e way : 

Persistent Routes: 
None 



\Documents and Sett ings\Administrator>. 



0L> 



.^lal jUI Ju^oj SjL:2 NAT Jl JuLac r t^..»... LuLo ^a^j Ual La~lii.ii 
Xjq./^ii . >->nq n ^ Lo£ ijjgli&JI *«j 0x4553-NAT oljb/l £liu xoLj^JI *iLxo (jj^Aj 



.Start NAT Add Client 



♦ ♦ ♦ A 

9\r\ 1 |OJ 
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(#5 0K4553-NAT vO.4.5 



External Interface 



IVMware Accelerated AMD PCNet Adapter (Microsoft's Packet Scheduler] 




Internal Interface 



VMware Accelerated AMD PCNet Adapter (Microsoft's Packet Scheduler] 



Router's IP 



192 . 168 . 1 



Start NAT 



Client's IP 



192 . 168 . 1 



rPPPoE Client's IP 

I — : — 




Add Client 



r PPPoE 



Configuration 

Promise F FTP 

r Stealth DHCP 

r Stealth ICMP |7 r SSLport 
r SSL MiTM W SSL Log 
F SSL Strip 



192.168.1.2 ^ 



Packets IN: 



Packets OUT: 



^j_J* 






.ICMP Redirect Jl SU^liij oLliiu aSg(MITM (Man In The Middle 0 nnn p 3? ^" 

♦^JLslj dill (jjL SjqjL£ 4Ii^LLq dk 




mil 



^lJj 9 J^Ludl ^>a f9UI IAaJ iuL^L^I ^>a jj9juaUI fcLaU ICMP Redirect Jl dJu^La. JMU t :2 9 i 

:jLuiaJI ^Ji L-i^jj |OJ regedit >o^b ijj" ■'^jj 11 ^ Jj^UL 



.ji^ i ^ LaiajLo jjl^9 EnablelCMPRedirect 

^lqIjjJI oAifc (jjog jOjIaJI LaljA^j £jo ^qq^^II IAi£ J1a dj^iLII cuLqjJI £cjoIjj-j cuLslLu^I :Llju 

.Eset smart security 5 



http://sniff.su/0x4553-lntercepter.v085.zip 



8 



□ur Activities 



r 





jJiLlI [dJLjcJ 




OJL-jpcJI Q-Z-UI 



mm 




djggjQjl 




^ Network Set 



ft 

M 





■ 

OLfij i3u II Ji 7>p o-o 




fl^^^'o cUjj_c qK 0 Jqj 
OIAjjilII Ji t>o v>d 





olidJI 



You 



Tube 



cUq^oJI 6LL6 



~,. ,1 



fir g in g nll 





Wiki.NetworkSet 

ojjs cLjjjj: cLcqjuqjo Jql 
'"'I ^ ; "I II JLio \jJ) cuajaiilo q 





4 
I 

i 



4 
» 

J 

■ 

I 
1 
» 

I 



(2 





U^Lb (TX-LLLO 

Qjqj^illq cLLLluAJU 
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i How to write a Script II 

i ( If Statement ) 




■I II 111 II 

EGYPT 




If lILIaj ^oLlEJI ^ I ^jA^fl ^ifc Ljjx-Lllj ^JLlI JjI^j^I cy^su jaUI j jognini ! (j^fl^ 

• Statement 

Check J^su LgJl ^i*^ cSUl^ j^ii 2UL^ ^ If Statement ^1 J^£j <jl LLlLc SuIaJI ^ 

c c s. c 

>ll-QJJLJ ^O^JlJ Lg-jj-i J)^^ 1 J (3-1 cLL-LSjO jjqI^I $\ jjqI AXlLj LgJLo ^^^-ilJI lj (ft |j[g C>JL5LQ S-(^h (^-C- 

. if Statement du «v<~ ^jJI Syntax ^.i L^^^Ju ^1 ^ jiJ jjqI^I 5 I jjqI 
test command JMk ^ L_ili^l o^Ij if statement L^j ^^jLII checks 1 1 q c tdJo^^JjQ 

: if statement SuLi£ cr j_ c ^ jq?;i Lb l^JbG o^l 



$ if command 1 

> then 

> execute command2 

> else 

> execute commands 

> f i 



test command. JMk <>q o^^j l_JLsJI Command 1 • 
test command <jL£ 1* 2UL^ ^.i laTS ^ill ^l^fl ^l jjq^I Command 2 • 

.^n^l^^ ?$echo 
^ll^uo o^i-d Lg^ test command c>l£ IjI IqU ^^Ul ^qI^I ^l >q^I Command 3 • 

jAlqJI y±L SLoxS ^l ?$ echo cLjI 



Hie Edit View Terminal Tat>s Help 



#!/usr/bin/bash 

# In this script we will try to try an example on if statement 

if [ -f /etc/passwd ] #test the type of /etc/passwd 

then 

echo " /etc/passwd is a file" # the first result if condition is true 
else 

echo "/etc/passwd is not a file it is a directory " # the condition is wrong 
fi 

echo " the script is finished" 



:1 JLLq 

check J-o*j ~»;jj<-" LLcj 
o jL^ etc/passwd/ <jL£ Ij] Lq 



[^if example. bash" 9 lines, 324 characters 
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♦ ♦ ♦♦ ♦ *s ♦♦ 

d ^ La s j ^xj d Lb q a j I LLlLc 

permission 



Rle Edit View Terminal Ta^s Help 



bash-3.00# chmod 777 if example. bash 
bash-3.00# 

bash-3.60# . /if example. bash 

/etc/passwd is a file 

the script is finished 
bash-3.00# 



A] 




^Ul ^oUbJJI ^.i Lo ^^jij ^ic check J^lj ifl^.^Y..,; ^[gj^i j^i L^ji ^ while 

conditionLoJLb dLil loop <jx. 3 jUc LgJl ^.i if statement <jx. LiJiiLi Lg-LSJg <ulc J^su 

lA^jG ^JLULj^ J^j_klJI Iai^ loj ^jL^ l(j I ^.i j qTmiI lOOp cLjLq ^ i ^ Jgj^gjo 

: while statement ouli^ <jllxll£ 



$ while commandl 

> do 

> coimnand2 

> done 



.J^sUI ^ j-i"-" loopoLo ^p^q os^i U-ILLa ^5^.5^11 la /AJI Command 1 

.^P^a la >^JI UJLLa aAIj Jul ^ol^l Sui^oauo 5 i ^o^l Command 2 

IgK lOOp ojo £>aJ ^JjLo ^jp^a y±t la /AJI ^fual W LfcLi-SLo Done 




Rle Edit View Terminal Tajss Help 



#!/usr/bin/bash 
while [ $# -gt 0 ] 



do 

echo $1 

shift 

done 



:2 JLLo 

*/j>><? I II I /I^O t , M I ^ t 

♦ w ♦ ♦ ♦ ♦ 



■LLJj^nl^fl 



t^JUJl^ 2^1111 o$Zi* di±ii£iii p^iu <c£ "h" ^jlc permission ^Ll j asu 
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Hie Edit View Terminal Ta^s Help 



bash-3. 00# set Unix Solaris Is A Good System 
bash-3.00# 

bash-3. 00# . . /wordwrap. bash 

Unix 

Solaris 

Is 

A 

Good 
System 
bash-3. 00# | 




SIjLqJ idJ-LQ ^JJJ^ ^1 



MIq o^jJg cU_l5lq service J^iiJ ^Jl ^H+jj^W ^ ^li^j -c>Lp^l u- h cr 1 ! 
^LuL^^fl >g-taj LL^t^oUaJJI ^jlc (5>^l service ^3^9 ojq aj^? ^qUaJJI ^jlc J-oju ^j^J^ NFS 

Igjlc ±oisu U7 jA\ services £lo^> l_±jL£ IjI ^1 NFS Service J^su Mi ^ 6± i ^ 1 ^1 



♦L$j oaliJI syntax 2uLl£ ^;/;< Li j-SlU 



lie, 



:1 Jllo 

<jL£ I jl ^/l <_£lLoJI (JAIjj <LjLL£JI ^U?..r. ^ | j & t eLLLl j <LjLl£JLj ^o^H-j ^oj (3-lslo i_alo #Lii_iLj ■ ■■■ 

.J^b^jQ i CLLqJI 

Touch filel && echo «Unix is a good system» > filel 



Hie Edit View Terminal Ta^s Help 



bash-3.60* 

bash-3. 0G# touch filel && echo "unix is a good system" > filel 
bash-3. 0O# 

bash-3. 00# cat filel 
unix is a good system 
bash-3. 00# 
bash-3. 00# 
bash-3. 00# 



:2 JLLq 

^iloJl cr Lc j^^jq (^ijJ (jl^ IjI 3UL^ ^i «execute permission «x c^lq LLq cr Lxsu ajjJ 
Test -x /etc/group | | Chmod o+r /etc/group 




■ran it 



Hie Edit View Terminal Ta^s Help 



bash-3. 00# Is -I /etc/group 

-rw-r--r-- 1 root sys 289 Sep 3 2009 /etc/group 

bash-3. 00# 
bash-3. 00# 

bash-3. 00# test -x /etc/group || chmod o+x /etc/group 
bash-3. 00# 
bash-3. 00# echo $? 
0 

bash-3. 00# 

bash-3. 00# Is -I /etc/group 

-rw-r--r-Q 1 root sys 289 Sep 3 2009 /etc/group 

bash-3. 00# 



<LoM_c JLIqJI Wth ^.i 
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Case Statement 




^ &jsl1 if ^LJl aj-lsJI Ja£j Ll^ Lg±SJ 5 3Lda ^ SUIa Liaji ^ if Jlo l^lio Case 
case statement ^Li Li** Lol yJ jjqI a a:? a i ; u^ c ^ 5LQ iAiii a^^.^ condition Lol 

♦conditions ojo ajasJI J_l£j 



Case syntax 



Case value in 



Cond.1) 



Command 1 
Command 2 



j j 



Cond.2) 



j j 



j j 



) 



j j 



esac 



Commandl 
command2 



Command 1 
Command2 



<jl ^JJ-J (3^J lIj^LB-qJI (JjQ L-jl (^JjQ ^J-C Jj_J l-L^J^ 0 I qC JLLo £jO ^0^>5l (J^l^ 



.error : user is existed on the system 2UL^ j cOLi ^39.3^ ^ ^v.., 0 n l\Li 
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fpfM// 



/ 901 9 




Netw 



Magazine 




rkSet 



First Arabic Magazine for Networks 



v>6 prxfll iiiq lisLo dJlLcl £06 



■ ■ 



g^^^'o cujjx cLLp-o Jql Qjjl jo" 1 |m| q jJQ-kiJ 




CLoLi* jLxjuI 





clLoLlu cuJo^j - £LluIq jLlllUI 

OL^LlL^UI A-J-O-3 ' ' "il i'i dol'iAQ QjJlLcl roj-2i 
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fentification 




ahmadkhiraldeen@gmail.com 



y;;;iiiiiiiii!!!!!!:iiniHiiii 





OSPF 

LSA 
Types 




Jl Updates Jl ^l^jl ^.j^i ^^ij ^03^ j^aJl 11a jLLo 

. CCNP u £i Q i~i QL ui. ^?iin.QPF 

J o"o" ^.j^LqjQ l-lLcJ 1 a ^ V r, 1 ^_qq M i ( ^ 7 jlJI iljL^^y^il] cLqjj-Lj 

♦♦ UJ c ** 

(J/lo^o 03^! <-09-»^ Lo-i^^L^ (jl ^^jlcLLSJ c 0 I q9 l^g ^gj In i II :^jLjj^ cj-^ 

****** o 

♦♦ ♦♦ 

(3^3 < A i^ 1 II lHjL^jj^jo OJ 1^ I ^ OJjI^JI J I i/nLo. JtJI f\ LXJLlajI J ( ^ 1 ^ ^ II ^ ^ I q9 

ctUI 3I o j JI5JI >-lsJI J^LolJI ^lc >Lll 65^19 I J5>° LgJ^LLjl L±$±n cl^-dl J3-U09JI J^lJI 

^ -JLL^Ij. Ul jlj^.UI (jjQ lA ^ M n 0 0 II ^jjQ dJl Lq_£ c jlj-£ iJI l-lL^JU l±JJ J9 (J^^Q^ II ^ A| J 

♦djg j? II ^ >>>Vol |jj c^og 0 II J) i q97 I j. q 9 7 <o ^j. jUI ^LljI J II 



lZjI^j -\ q oJjI^JI * I La ^ Sf I ojl^J cLLoj-j (Jl oq II 

A I / -Jl oLlJLJ^I 1 1 Liik cCL^LuSOJ ^LljI l— « II 

o^Lfr^U ABR Jl J±£ 4>o f^JJI IIa 

^K±"AJI ^1 J^^JI cJIULi^ ASBR Jl 
oS\ <al^l t< Glj ^^JL du^IL^JI a^jliJI 

iia^j Ag ■ ■ ■ jJI (jjojo? I* 1 i /k (Jlj_i^ 

♦cUJl ^ I q9 II mi 0 II 

jill :(LSA type 5 (External LSA .E 

ji j£>j ^ui ^r^i ^ j^slj .cyui iiA J,! 

ljj t OSPF Network JJ Su^'ULj Gateway 

ASBR (Autonomous System Boundary Jl 

ox. o^Lc-^U i° - 'J c^ 11 " 5 (Router 
^^>i 5> Lj cu aL^i^Ji a^jiiJi jjK± J AJi 

l^itljj 5 Default RouteJi .JJ^ aidiiuo 

.OSPF Network Jl 



HA I 





LSA 




:LSA Jl^l^jl 

JjLIj :(LSAtype 1 (Router LSA .A 
Area Jl c^iAi ^ d£ y.y.^w >j 5 rjj| ^u^. 
liA (^j't Update Jl o-o ,^111 li^ 
.Area Jl o^iiu ^ uxa ^^ui 

p :(LSAtype 2 (Network LSA .B 
DR (Designated Jl J±£ ^ ^yill 1,1a 
^I^UL ^I^IVI cJiL, ^Ul (Router 

.oj^^ji ^ji ^rjji /^aji i ^i 

Jl (_;■■"■ JaJLo <p5- -J' Ha o! 

.Area 

LSAtype 3 (Summary Network .C 

ABR Jl Jj. Z 4>o p LaJLoj ^yill Iaa Lol :(LSA 
^I^IVI l^JMi, ox, ^ ^Ul 5 

^jl^ Sj^^JI OSPF Jl pi J^i ^l 

Update Jl Jliijl Ait >i.T ^-bL^j Area Jl 
)ij3> ^1 ^7. ,.i . j ^ ^Jl Area (>o 

..cyui 

:(LSA type 4 (Summary ASBR LSA .D 
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OSPF Network ^ SjUt 



U LAB ^LiijLj ^q^-S-j J)^ni LLfc 




R8 

Router ID: 8.8.8.8 
R4 

Router ID: 4.4.4.4 
R2 

Router ID: 2.2.2.2 



AreaO \ f \^ 

\ ASBR / EIGRP \ 

i — L A 




iitemet 



\ 172.16.1.0/30 / 

i / 




/ Rl 



LO 1:192. 168. 100.0/24 



OSPF 



LLfcjI^jl^, 24/192.168.100.0 ^-^g Loop back 
JiiJI ^ OSPF Jl j5 j Li* ^pL . R2 R1 cvo EIGRP Jl J^Lk <>> Update Jl JLSljl a*j 



i EIGRP ^^aj-wL L$jp jJci ^1 ^jtaJI cjt£j_£jt 
J_£ j-Ju default route — ii 
192.168.100.0/24 - 0.0.0.0 - 172.16.1.0/30 - 

192.168.137.0/24 




LSA TYPE 5 



R2 ^ US AreaO ^ cjIjjj) *Ji 




-LSA TYPE 1 



^LUI LU ch^m I^Am cH^JI LSAJI fl^il 3 R2 ^1 ^L^iiL 



16 



Issue 29 - September / 2012 



R2#show 


ip 


ospf 


database self-originate 












OSPF Router with ID (2.2.2.2} 


(Process ID 












Router Link States (Area 


0} 






Link: ID 






ADV Router Age 


Seq# 


Checksum 


Link cojnt 


2.2.2.2 






2.2.2.2 644 


0x80000008 


0x001384 


1 








Type-5 AS External Link States 






Link ID 






ADV Router Age 


Seq# 


Checksum 


Tag 


0.0.0.0 






2.2.2.2 644 


0x80000002 


QxQQFCAC 


1 


172.16.1 


.0 




2.2.2.2 644 


0x80000002 


0x0007D5 


0 


192.168. 


100 


.0 


2.2.2.2 644 


0x80000002 


0x00A722 


0 


192.168. 


137 


.0 


2.2.2.2 644 


0x80000002 


0x000F95 


0 


R2#| 















J 3 y\ (cyill Lol cLSA5 s LAS1 £9 "ill LSA Jl 0^ *L^L ,oLS <d\ LL* Ja^^Li ^ «; u " - - 

cu ai^iioJl Sua jliJI ^LITAJI o^-^U a^^-" 3 AreaO Jl ^ o^iAj ^ (jibMJ 3^ 

. Default route Jl c>^9 



j DR -ll >* ^jL-ijcl (j-lc £jJil lix fL-iib R3 ^j-L 
AreaO — 5' ^ »j >^>tli ^Ji * ° 




r 

- LSA TYPE 2 



:^JL"UI HI c > : liIj L$I ALj ^1 LSAJI ^l^jl jl^Jal 5 R3 ^1 ^L* jJL 



R3#snow 


ip 


ospf database self-originate 












OSPF Router with ID {172.16.2.4) 


(Process 


ID 1) 








Router Link States (Area 0) 








Link ID 




ADV" Router Age 


Seq# 


Checksum 


Link count 


172.16.2 


.4 


172.16.2.4 197 


0x80000008 


QxG053CD 


1 






Net Link States (Area 0) 








Link ID 




ADV Router Age 


Seq# 


Checksum 




172.16.2 


.4 


172.16.2.4 197 


0x80000003 


0x008E7F 




R3#| 













^2*1 DR Jl <aJ cLil JL* ^ 3 LSA2 and LSA1 *LiijL DRJI jLjl^-l ^ ^6'4 

.R5 ^ U£ Ja£o LSA1 # LiijLi 



RSfshow ip ospf database self -originate 

OSPF Router with ID (172.16.2.3) (Process ID 1) 

Router Link States (Area 0} 

Link ID ADV Router Age Seq# Checksum Link count 

172.16.2.3 172.16.2.3 1345 0x80000004 OxOOSDCA 1 

R5ii 
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.ASBR 




LSA TYPE 3, 4 



t^JLUI LU L^LiiLi ^1 LSAJI ^l^jl jl^ls R85 R4 ^1 i_jL*Ilb 



Lint ID 




ADV Router 


Age 


5eq£ 


Checksum 


Lint 


count 


4.4.4.4 




4.4.4.4 


514 


0x3000000D 


0x0QC18C 


2 








Summary Net 


Lint States 


(Area 0) 








Lint ID 




ADV Router 


Age 


Seq# 


Chectsum 






172.16.3. 


0 


4.4.4.4 


759 


0x30000006 


OxOODOSA 






172.16.4. 


0 


4.4.4.4 


514 


0x30000006 


0X00C564 






172.16.5. 


0 


4.4.4.4 


514 


0x60000006 


0x00C463 










Router Lint 


States (Area. 


1) 








Lint ID 




ADV Router 


Age 


5eq# 


Chectsum 


Lint 


count 


4.4.4.4 




4.4.4.4 


514 


0x30000003 


0x00072C 


2 








Summary Net 


I^r.k States 


(Area 1} 








Lint ID 




ADV Router 


Age 


Seq# 


Chectsum 






172.16.2. 


0 


4.4.4.4 


759 


0x30000006 


0x0075F2 






172.16.3. 


0 


4.4.4.4 


771 


0x30000006 


0x00 DO 5 A 










Summary ASB 


Z-r.k 3tar.e3 


(Area 1} 








Lint ID 




ADV Router 


Age 


Seq# 


Chectsum 






2.2.2.2 




4.4.4.4 


772 


0x80000005 


0x0 OAS 7 6 










Router Lint 


States (Area 


3} 








Lint ID 




ADV Router 


Age 


Seq# 


Chectsum 


Lint 


count 


4.4.4.4 




4.4.4.4 


773 


0x80000008 


OxOOD6 6 6 


2 








Summary Net 


I^r.k States 


(Area 3} 








Lint ID 




ADV Router 


Age 


Seq# 


Chectsum 






172.16.2. 


0 


4.4.4.4 


773 


0x30000006 


0x0075F2 






172.16.4. 


0 


4.4.4.4 


564 


0x30000006 


0x00C564 






172.16.5. 


0 


4.4.4.4 


564 


0x30000006 


0x00C463 






172.16. 6. 


0 


4.4.4.4 


565 


0x30000006 


0x003CAA 










Summary ASB 


Lint States 


(Area 3} 








Lint ID 




ADV Router 


Age 


Seq# 


Chectsum 






2.2.2.2 




4.4.4.4 


809 


0x30000005 


0x00A376 






R4# 

















Jl ^ ^1 jj^rjJI o^. 3 LSA4 p'^" ASBR Jl ^ ^1 oul Ja^Mj U£ 

.LSA3 ^jl^iii^Lj Areas 



OJJ >ctiAJI i_rJ{ r>-sQoll 
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Link: ID 
6 . 8 . 6 . 6 



ADV Router 
8 . 6 . 6 . 8 



Age 
1485 



5eq# Checksum Link count 

0x80000007 0x0 03 SAO 1 



Summary Net Link States [Area 0) 



Link ID 
172.16.4.0 
172.16.5.0 
172.16.6.0 



ADV Router 
8.8.8.8 
8.8.8.8 
8.8.8.8 



Age 
1485 
1485 
1485 



Seq# Checksum 
0x80000006 0x0057Cl 
0x80000006 QxQ0C98E 
0x80000006 0x0037E0 



Router Link States (Area I) 



Link ID 
8.8.8.8 



ADV Router 
8.8.8.8 



Age 
1485 



Seq# Checksum Link count 

0x30000009 QxOQ82DC 1 



Summary Net Link States [Area 1) 



Link ID 
172.16.6.0 



ADV Router 
8.8.8.8 



Age 
1485 



Seq# Checksum 
0x80000006 0x0037E0 



Summary A53 Link States [Area 1) 



Link ID 
2.2.2.2 



ADV Router 
8.8.8.8 



Age 
1516 



Seq# Checksum 
0x80000005 OxOOECll 



Router Link States (Area 2) 



Link ID 
8.8.8.8 



ADV Router 
8.8.8.8 



Age 
1517 



Seq# Checksum Link count 

0x80000009 0x0025ED 2 



Summary Net Link States [Area 2) 



Link ID 

172.16.2.0 

172.16.3.0 

172.16.4.0 

172.16.5.0 



ADV Router 

8.8.8.8 

8.8.8.8 

8.8.8.8 

8.8.8.8 



1519 
1519 
1520 
1520 



Seq# Checksum 
0x80000006 0x00898D 
0x80000006 0x00E4F4 
0x80000006 0x0057Cl 
0x80000006 0x00C98E 



Summary AS3 Link States [Area 2) 



Link ID 
2.2.2.2 
R8# 



ADV Router 
8.8.8.8 



Age 

1520 



Seq# Checksum 
0x80000005 OxOOBCll 



AreaO -j 3d j±t Area2 ^JLLa LUllo"^ U£ (jZl 9 Backbone AreaJL JLuaj)M Areas 
JJ ABR Jl 3 R8 AreaJl ^ ajlo A ABR Jl ^ Virtual Link J^su jljl 



1 —r 1 

R8 { confi g- router ) # 

R8 ( conf ig- router } #area 1 virtual-link 4 . 4 . 4 . 4| 






R4 (conf ig-r outer ) # 

R4 (conf ig- router ) farea 1 virtual-link 8.8.8.8 


1 
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identification 




• 




■ "iXijTij , I,! 1,1 ill -i ^j.iViAa 



l«tStcMftiJllM«]|IMMlWiimi)«W]i 



II llll 




♦♦ 



L±J )Q-QjJL^ cL&joL^ Lzjl5Lu3Q cLlqJI_C dlnl L-L.Q \_L_)LSjQ 




General Space Characteristics 
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COOLING SYSTEM 



:ajj-lUI 

ililjg ^^bjl ajj-lUI roUaJ (J5^rJ 6' J^"J *1 
^jj-lUI SLoI^jI L^l$ ^^/l Jjl Jxl^?I ^ 





(JJ5JI Jq Vi 1 cLLjLS cLludjI jjo o' ' J 7^ Jl9 



ROOM SPECIFICATIONS 



LuoJI .1 

^cuaj1 22 ^jJJ)) ^q-uj106 l-jI3-j^?) pi < j^j »2 

.SLL^r^dl ^L^JI^ ^Iij^iilJJ 



Equipment 



3-^ J-o-^ 



♦5-j>oJI ^oj.£\ Jal^ 300 

*k L^7 0 II oj-gj^^l^ l!jL£IjJI (jIojjLj < ^ ; «2 

(120) ^LSI^ll <uiL£ 

^ oloihl ^JJjJ^) ,nKll (>Q ^ (90) ,oLq^I 

^ 1 c Jj^I^ . fTiLa unj jLLqI 3 



♦^jjk^fl ^qlCjJI a q PS 1 1^9 ni^fl OJ55 



Fire prevention 

jLqAI joLLbJ ( ^-Lc- S.ij-sJI (^9? "si J ^ 

pre-action /,// ) ^Ia^jl^I oaAj ^-^j 

(type system 

^ ajj-lUI SloI^j^ ^jMjKJI ^ j^JI ^ IjI .2 

.FIRE RATED 2Li >JJ 6' 
(^jJI ^jIj ^> II jLqAI ^oU^j ^qI jAjLajI (Jo2i£j *3 
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♦ dj^jj + ~Z djg 1 o cL^jJ cLojJUl ojIjj^ **^J J • 

♦♦♦ 5/ -+ 45/ 3L6>sJLj Su^JajJI SL^jj • 
lIjL^IjJI^ cllSLqJI (3ju 3 qLllqJI <J-H-j ^ <3l j • 

oLlqJI l-jj^oj jUajJy LjjLxlj ♦ ♦. Ml 120 (3 X ' 

cLljLSjo^ SLoL^L cSLUjl^JI 



FUTURE PLANNING 



qI^jq . fit j i<of 



Cr-Q ^CrQ^- 11 ^J-pJI oL^^- 1 -2 

2 « Ul MA I 



j-jjjjLll cLqJ^jI J-Lxslj (3-H ^ ^9 q Hi q II lIlq^JI 

♦ojljjiJI SL^jjJ — ^SVI \ ^ II 



jiiji i ojI^ji jiiji mixd) ai^Ji j^Ij c>i^ 

(oLlqJI lIiLuJJ^jQ 4 Jj ^ II 



MECHANICAL SYSTEMS 



Air conditioning (AC) 

^oi^l (3^ ^-jj-lLII ^ o la «Sf d 1 m» i IL 

(J-CLkLi^fl (3jq ^I^JI cj-Lc- >^ qV^? 1 (5»UI ^^uaj^fl 
. ^ocI^aj d^aj^l -U9>» ^19-15 ^^ic^l ^1 





< cn^o II (JijQ ^LqJI ^^-Lc * o^°J ^) 05d>^-" 

(^l^p^ 

lIjLq-L^qJI A_c rilintll ^jlni< Q ll J^biu 




I 1 A J ^^L^JI J-JJ-JjLII 
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Security 





(>c J^j-slo SLSLLaJI jJ-u^jq cLljLjj^ II SjjIjJI 



SLLaoLq ^><^~ o^jIj cLojiLLI (j^^j (j I L ^JojI^ 



jLUI .IijuIj 034^15 «UPS» jLUI ^'UoM ^ 

<jjO j l/Kll jJ^J Lg-J^f lIJJj^ iyhj\w\\\ cLqj-C <JiJj 

♦ cL|_Jj..£ (jL^jqL Lg5Luag L-JLLuJ-J OjljJ^JI 

A cLSLLaJI j-jj^j oJj^9 ^9^9 J»^nj 3 

jjq Power Distribution Unit (PDU) layout 
power monitoring and SLSLbJl SLlSI^q jjIa^ 

.S^^^JIj J^J UPS 



suaLiA^iasuaJioi 

♦♦ ♦♦ 



^1 LJ \_J ^ Al 1 1 

♦ ♦ S ♦ ♦ 

** 1 ♦ ♦ 




♦ 3 



UhV^ I S_BL^ j l-l^j 



^ l(j mi J..Q j 1 in \ 1 1 a \^\ \ II cLSLLaJL ^><^?M 





ALARMS AND SECURITY 



Alarm systems 

— A i < ^ II) j| J_j| Oj-gJ^I JJLQ9J • 

^, Uo J I (J-uaiu ♦ ♦♦ (J^jIjj^JI - oLlqJJ 1— il qui^o 

3jIjI 5 (IT DEP) ^...nii SjIjI c>q J£J 

*C7 
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Patch panel Jl cr Lc jo^^JI lable Jl Jwj- 1 ^ 

^Jx, jx-Lllj Lqjq t (J-jI^^JI < ^-Lc- «^il^U II j^L^JL 

♦ LgJLQ (JjqLslUI (J4-LLLJ9 i ^<t *}t\\ , l PS 1 1 

Ojr) t lIjL^I jJ 1^ Oj-gJ^^I 1 -JLLJj-J dJgL^jO «2 

d *S 1 Ml / O W2-^l 1 111 U < » tliJ iJLJ^fL cLL^JUQ 

♦ w ♦ ♦ ♦♦ ^ ♦ ♦ ♦♦ ^ f. ♦ 

>( J-ua-Q-Lo <-JIj_j 

Router1(R1) Mi* q^Su j» Q mi *U^j 3 
£JI (manage switch (M) switch (S 

OyQ^£\$ £ *S I n 1 1 I ^ ^ 1 tiO^-J ^O-uJj ^-^9 (4 

^^L^ £±±* (MS VISIO 2010 



A — ~ 

j ^^n ^ ^^^nn ^^^^r^^^n^n ^^^^^^^^^^^i ^t^^tt^^^^f 
^^^^^^^^^^^^3 ^^^^^^^^^^^^1 ^^^^^^^^^^^^3 t^^^^^^i^^^Ti 



rt-077-1000 



sql-aales-01 



sql-sales-02 



sqksalss-03 



fiiEstDra-sales^Ol 



fitastora-sales-02 



ups-Q6-150O 



jt^i/^ji 1500 



ZD 
ZD 



o 



i;j£_,Jl ^j^LlJi i^^p 



20-18 



3.2 



25bU 



1.4 



1.26 



7ba 



■ Q A 
v n ^ 
■a 



Ranking 

: 1 nl iUI 

♦ ♦♦ s 



♦ *J ♦ ♦ ♦♦ ♦ ^ 1 ♦ ♦ ♦♦ 




hubs ^1 



iL^iIj^lg ^jf >i^l >ll 5I ^jL^f jJL 
.Patch panel ±±1 xA j UJI5 





SuL^j c Patch panel Jl ±±±^ (a 

i^jji j^jjJI ^ ^i^ 2uu^^i a^nfiii 33^1 

♦♦ 

5 QAifl II (jL^ c ^^-jLjj^^ (JjjLq-J l^J^J^J (J-j[o^JI 

cr o^j ^JlUL^^c Patch panel Jl ^ — 

^oL£ Ij] M 1 Q.ft c (^jl jlIq II (J4-5 (Jjo l-j-l^jjlJI $. LLajk I 

♦♦ 



ajo^uaJl Patch panel Jl Ujj t jl^?Jl 

r!5 



OJJ >ctiAJI i_rJ{ n-sQnll 
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Windows Server 3006 
□atace-mer 







14 








1024 




10.Q.1.S 


IP df^* 




(. 


Windows Server 2006 




Datacenter 




d -. 7 ■ -i 'J j 


1.26 












10.0.1,6 


IP^ 






Windows Server 200B 




SlarKlard 






2 








153B 





^ filastora-sates-Di ; 




( lilBsLore-Ealas-D2: 



10.0.1=14 



IPi'j* 



ftp-galea-Dl} 



Windows Server 2D08 
Dalacenler 



lalacenler 



204B -jSiaJi 
10.0.1.51 IP 



Windows Server 2D0S 
□alacsnter 



3.2 



2560 (cJJin) ijS'jJi 
10.0.1.52 iPjj* 




5ql-&sles-Q2';< 



Windows Server 2008 
□alacenler 

j?^} 

2043 (^4^) * jaa 
10. 0.1. 53 IPdUS* 
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web-sales-03 



J j 3 tail _ 






LLuJJ 



<7 




.MICROSOFT , LINUX .CISCO 
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: Switches Ug_jl LL££jI U£ 5 j.iaJI 5 products Jl ^ LLa SuJliJI S^laiJI ^ 



AVAYA ETHERNET EDGE SWITCHING COMPARISON SAVINGS 

Avaya edge switches allow you to enhance your network's performance, improve your company's energy efficiency and 
lower your total cost of ownership. 





avaya product Jl LLl j.iaj<. LLoLol Sl^-lHII 3LJIUI S^laiJI 

(J^y£~ S LLj cLJL^JI products JL cLjjLSjQ S 1 t^n no oj()\r\ \ I LuJ ojjlO£J ^qju Jir)ui Lo (^I^jJLj g 

. J-jj-JI avaya product Jl L7 1^ Jj..^a?h * ^ >suJl ^.i link 



RESULTS 

Based; on your answers, here are your potential savings. 

ETHERNET EDGE SWITCHING SAVINGS 

fey upgrading to Avaya 4548GT switches, a company like yours could 
fcave $3,962 per year. 

Below is a networking cost savings comparison between your current system 
and an equivalent Avaya system, as well as a breakdown of networking savings 
identified in the following areas: 







Cuifent: 


With Avaya: 


1. Average yearly maintenance 


$325 


$153 


2. Average yearly energy 


$67 


$87 


3. MSRP 


S9.495 


$6,295 










Average yearly TCO 


$11,459 


$7,497 






Average 5-year TCO 


$57,237 


$37,485 











UearTUTTor^bout^avaJ^etwc^ 
^^^^^^^^^^^^^^^^^^^^^^^^^ 



Please review TmI Terms of Use 






1 I 2 



RESULTS 



TOTAL ESTIMATED SAVINGS 





MIERCOM REPORT 



Learn about plug and play switches in this 
exclusive evaluation. 

download now^ 
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Cisco Aironet access points running the Control and 
Provisioning of Wireless Access Point (CAPWAP) Protocol 

• Cisco 2500 and 5500 Series Wireless Controllers 

• Cisco Flex™ 7500 Series Wireless LAN Controllers (WLCs) 

• Cisco Catalyst® 6500 Series Wireless Services Module 2 
(WiSM2) 

• Cisco 3300 Series Mobility Services Engine (MSE) 

• Cisco Prime™ Network Control System (NCS) 1.1 
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KIIIIII|i>!!!!!!;iilllHIIII 



ILlLc l_±^j9 ( o^q ^jj-j jJ^lIIj l±Lj^ ( Exchange) 



LLq 



6 ( o4^L^ cyaLa^ii ^ajda^j ^5 c^f^/ | fi\ 



82.144.18.148 : ^liJI ^ ^Su LL^MLol 

t ♦♦ ♦♦ ♦♦ 

********* ♦ § ♦♦ * 

♦♦ ♦♦ ♦♦ ♦♦ 

J^iu DNS (A) Record *LiijI c oIj9 SuuL^ 5 l 

♦♦ ♦♦ 

https://RPC.networkset.net 
82.144.18.148 Jj^UI <o1j 



°"'** ( _ r Lli LULiLo lIlja^ / '■■■VI o,S(Tv 3_iL^I 



♦ * 



i^JI 



^ ( Certificate SSL) SjI^ *LiijI - 3 

***** ** 
HTTPS^jI^J^I ^^1 




^ (Feature) >i jimll <>o RPC JjslIu - 4 
2008 - 2003 >-q>lxlj j5Aij9 er° Ifll^n** ^ 

Enable *<vi ^ i^i.ca^ - 5 

^ o^j 3 2010-2007-2003 6^ 6! OWA 

RPC.networkset.net 

JjjJoJI (Jr Lc. jliJI <jjo LjAjj-i (>al j vT .il l <oIj 

: SuJliJI 



fdiiSLQ (jV Ul£ jsZij <o5IjJI J^I^UI ^1*. LLjLojV. 

^jqLj-J J 5^ 55 OJJU^JIg S 1^ n W) ? Q 1 1 **«Kj tj] 1 1 

♦♦ 

J*^jH3-j£9 lIiLsljLLqJI lIiLlLqX. ^.i ^og q II >qI 1q i llg 

Remote procedure J IjLol^l RPC Jl 
^ * 1 .vi ..i<^yi sj^-ljjjo djQjjk Call 

^^-Lklj J-JJ-J ^olib-J ^Llijl (J-C- (J55JJ-L0JI j.iij_LuJ 



♦♦ 



^1 ^5 : (Static IP) ilijLj ^ i£iyila\ -1 



J4j 5 (Dynamic IP) ^^sjuo ^ LLiLl^l 

c ♦♦ ♦♦ 

Jl c^^oj LU^jIjI ^?l ^jliJI c>q SL^^ldl J^Ij 

Dynamic Dns 
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;Jj Microsoft Exchange Proxy Settings 



Microsoft Office Outlook can communicate with Microsoft Exchange over the Internet by 
nesting Remote Procedure Calls (RPC) within HTTP packets, Select the protocol and the 
identity verification method that you want to use. If you don't know which options to 
select, contact your Exchange Administrator. 



Connection settings 



Use this URL to connect to my proxy server for Exchange: 
https:// owa.netoverme.xxx 



F71 Connect using SSL only 

|7l Only connect to proxy servers that have this principal name in their certificate: 
msstd : owa . neto verme . xxx 



j/j On fast networks, connect using HTTP first r then connect using TCP/IP 
V] On slow networks r connect using HTTP first r then connect using TCP/IP 



Proxy authentication settings 

Use this authentication when connecting to my proxy server for Exchange: 



NTLM Authentication 



OK 



Cancel 



6-t ^gjZZJW -aj>*J ^jLioJ - 3 

£lgjl IqMj^I £a 2u£jJI SJLoUl ^qjI^I ^jjia 

ij\ $\ ( -IOS -Android -Windows Phone) 
jLp. j^a^j Active sync Jl 'iiy j^b* 



Jlo O^J c£5^ ojI^iIJI Jj>Lj l t i^j 




Jl ^ d&yZil] £a 4>ol>iJI \i&i 3 

iLsljLIq II ■+ 1 1 o C » ;j ( _ r i> "* I ■ ■ ■ '■ dX-Luj 24 

. ** * 





OWA J^l 

I JLi.jJ L2»aaj 5 ( (Outlook Web App 

(j_u33j.ll ^j-^l a II j___JI ^ l<j II 




e Outlook Web Access 



Security ( show explanation ] 

O This is a public or shared computer 
# This is a private computer 



Use Outiook Web Access Ught 

The Light dient provides fewer features and is sometimes 
faster. Use the Light dient if you are on a slow connection or 
using a computer with unusually strict browser security 
settings. If you are using a browser other than Internet 
Explorer 6 or later, you can only use the Light dient. 



Domain \user name: 
Password: 




Connected to Microsoft Exchange 

© 2007 Microsoft Corporatk>ri, All rights reserved, 



d^Jj Vf nil ^QlJ uClLq) O J. g Ml II <J_J j_i_J asu - 2 

Join To) c^q^jJI 

^LoLj J SjL^JI < :Lc..ii ii jl <o!j (Domain 

pi .t a. ...iVl { \ r a LgljjiU ^^clj^f ^| (^jjo^jJI (jjo 

" 51^ j^idl ^jLa. 



Acccuni ittlir#c|i 



f -mBi Account^ 

Veu can as'd ar remove *i iicauit. reu can seiet; an account and .change its settings. 



Pats Fife; I RSSfecifc | Sh^dtint Lste | Intanri Cdcndre I PAbt>ri CatendBr; j tafrcss 8wfa 



M 13:22 

oc 1: -: 

-K 131-1 
Ci J: 1? 




Account 



n 

■ 1 



EntCf sh* TifijiTnatfln reqgned te connect to rtcpgssft EjKhflnge or S MmjwtlWt str'^oe. 



..... r 



Saneral | Mvanced | Saurty 



L*e these setfencjs v*ien annectlflg to Mtroiift 
Connecl using m^L&cal Afea^elwdflt tiMii 

Carn=ct'jn-rig Ir:tem=1 EKpJ^rcf'sa' c >d party cfc£l=r 



LS5 the f ofoftiw O^-up rtatHoriJRg twirieitkin: 







AW... 





] / connect to Mtraaa-ft Exchange uang trnp 



Ehchaipe Proxv Settings. . . 



OK Cancel 



Apply 



35 



® NetworkSet 



Issue 29 - September / 2012 




Identification 



n 




qjjjaJI ^JLb 



Virtual Desktop Infrastructure 



Senior System Engineei 



- 







1 II 1 III 


1 







Virtual Desktop Infrastructure ^1 VDI Jl 

qJjl^ og J_j Jj^ J inTiiiQ 1 A5Lj ^-Ul lHjLlj qjlJI jj^I 



a %7miI , ill 1 1 1 j n 7 1 1 xxJLc ^.i oUd^c Lqx- LoLq_j 
l-iI^JI ililj »Vir, fadLLi^^ 2Ljlq.^9 ^Jl dioin^ 



♦fadJfaij j^qU Jl^ jjlxJI JLLo .IiLLj ^1 



(jX. ojLlC cLIL^JI old u flili^ II o jl g ^ 

♦♦ ♦♦ 

oj^^qJI du SLaLa II VM JL Jt^Yj (j I gjUojuiij 

LgJ_C ^1 1 9? ttl^fl (J^Q 1 Oj(g ^>^l Oild^ ♦ J-Q JJLllJ I ^ 1 C 

Thin ^ o-uj-j ^qj^JI oj j9<n 8j-gj^l I , ^ T m 1 1 ^ L JojI 

.and Zero Client 




ck^ 5 J9^t ^5^' Li^5^5^ O^J 

J_j^j^j 3-^9 LLjfaiJ d 1 ni 1 1 (jjs a Jag ^ogo 

Jj^J ^L^i±j ♦ JI^^LO ^1 JJ^jJI o^l 

ojl^ ^J-C cd-o^ o-Q jj5-lJLj o^LiJI jLg^JI 

.LLijJ faljl >i jj^JI cr ic J^ij VM ^1 Cr i^JI 

^Xl^IuJI cjuqU^J cr Lc tST^" VM Jl 
♦♦ ♦♦ 



O-u j^AJI urJJ q-^qqII 
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I4& jj5^JLj Su^liJI VM JJ ^1 *W - 1 

o-L^ Lg-Lo ^lij Jiil ^o!j9 Jjlj-i^oJI ^lc 
2JL* ^ jj5JLJb Su^liJI ^^UJJ HA - 3 

cLld Jli^a. c^jLiiiLJI ^yic- -i^5J ci^JI >i jJ-^ljJI (jl 



IOB0 wan 




VMwjfc Vi9W 5QDO Uset Pod 



(jl J^jLSj J35+JJ o^jLo J-o^ - 4 



O^LkJI j^j-Lj^JI 5 1 < »ii o iii^jj^ jJLc - 5 
^jolj_d[9 35JJ-J9JI jIjxJ SjLc^f ^ll^J jj^jJL 
dJL^ ojLcJ (J-q-5u J09-B-J LqJ[9 jj<)\ ILj S^aLkJI 
.IijI^ ^1 SlLjI^JI cuJLi ^Jl j^J-bgJI 

.cu SLualiJI LiljJI cr Lc ^ljL^' 6^ 
I^jlI^ ^Ul LiljJI^ VM ^ Su^l SuLc^JI - 6 

O^gjjLi ^1$ ^jLj jIa^ a^5j LJajl^ cL^Iaj^j 
^5 r) V m i o ^ I c ^ 1 m»LqJI olil (J3^ o^LLj ^ojlj 



chuIjUJI ^1 SUiJjJI LiIjJI J£ ^i£I jjjg >q jju^JI 

♦LgJ-Q OjjL^JI^ J-Q JJLujJ I I C (J-O-52-J (te-r UI 




Zero and thinJI 03^.1 o-c jj>qJI ^Xc ^UJ 

^Wl J^jI jJI JL^JI 11^ \yA Client 

♦♦ 

http://www.vmman.me/thin-and-zero- 

/client 

<«09jaj (j^fl (JLq-qJI Ij.^ (j^ljiLi ch)J-ll 

J-Lo lIIlj I ^1 cLqj J-Q L^^J^-L^jlJI oi^ (j I 

4>C ojLlC LgJl J r)Sn»i l^lSjJI^ cjj^b o-Qj 

IBM Sl^j^ij ^1 Mainframe Jl 

1 1 ^ 3J r) 1 7 1 1 oJ.i& (j' (Q g ,1 1 r l-jll^I ,^ol_c 40 A-Lo 

Lg-jj djl All ♦ d.a^^fl (jjQ jy<\\ L JcLjj 

( _ r fi j « j ■ ■ ■ ■ II t _ r lc ■\9^jo II AjoUjjJI ^1 
(JLLqJI IjJLj (jl Aiu l±LI Pu^aXj ^ ■■■ j ■ ■ "'^ I 



1 - VMware (View) 

2 - HyperV)+ Microsoft (RDP 

3 - Citrix (Xen Desktop) 



:l^J ^L^a ^i i o.r>"» J-oX- 



OJJ >ctiAJI i_rJ{ n-sQnll 
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o' 201 1 ^UJI foLszJI ^ Kj^I ijlsA A£i 

d 1 t ^ II OJ^J^^I J J_C (jjQ ji£l JJ^JlLI I g I Q o J 
oi^ ^Jl J[j^?H * ^O^QJ (j^fl ( J^JLi ioIjTmIq II 

LgjLOg cLjLsJJ d i mi LjL^gJgJ^j ^-^^ Ll^^ [g-L^UI 

♦♦ 

♦SuLsJJ cLJLc 2ui >^ 

♦♦ ♦♦ ♦♦ s 



Application Jl \ :7J \j^<- ^ 5jlfi?m31 - 7 
J^su (j\ o^o-i jjoJI 6' Virtualization 

^5 1 cjLgJ^ II ^ I C I n « *.« ^ A5LO (J-lJ-J ^joLjj-j ^ I C 

Jl ^jqL j-j J Mil (jjq Portable J < r; i 1 J^su *S\ 

VMware ThinApp 



Llj JJ9 d i j 7 1 1 o.lgJ ^j-kl oj-ii^ lHjIj-lqjq 
LgJL-Q jl^jg Lg-Lo o^l QJLuJ^ Ig (J-o-StiJ l-jlJLjjI OlC 

.,o^KJI 



^ I ^ AjoVl I cLil l ;< dJLiLoJI oJ.ifc ^oJ-SI LI (j^J 

iJ-osJI ^ 1 0 1 /s I J-oL£ ^jjIj LAgJ gKTl l 
(J-^Lj VT Jl LjLa^g [gJ-^ju 3JLq-SlLo d.ijJ2jQ^ 

VMware - Citrix and Microsoft yh 



cLcLjj 32 o j_qJ (jjjj^.^ jj^^j <JliqJI ^Jju-uj ^-Lai 

VCP-DT u omi ojI^ij^ VMware dSyh <>o 

Ll^Jq j*s? II oi^ ^.i (J.y^ 1 o II Iflj^l r (J- 



J^-jIjJI ^lc JjqL^ VCP-DT c^j^^j^^^j 



http://www.vmman.me/vmware-view- 

/course 



VMware VCP ((vSphere Jl o^j^i 6' 

and VCenter 

http://www.vmman.me/video-library/ 

/vcp-course 
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□ Los dtbua rim toHu ThWfliC bg Ife 




TightVNC 











E®ffM 




Jl ■ 


- u - 






P im,M 




















■ 















*.!')'■>'* Iff 







(j^Lk 9A9 jAi^jgJI rt^<)7nflll ^oljjJI u_^l 

Plug-in Jl f&±* ^aLj^JIa <u l-i£>j ^.ill 



File transfer, Video driver, Optional 
Encryption Plugins, MS Logon, 
Text chat, Viewer Toolbar, Java 
Viewer with File Transfer , as 
well as Viewer Auto scaling and 
Server Side Scaling, Multiple- 
Monitors-support,Repeater/Proxy- 
support, Auto reconnection, good 
performances and tons of other 
functionalities, Repeater, SingleClick 
generator and NATtoNAT 
connectors. 



Jjq-SLj ^Ul jo^aJI d^QTnflll ^jqIj-JI *i^I 

(5jL^J J^nl I 9I ^in^nl J^nl t <Lol.l Vf nil 

JA^ JAj J9 JLfi jojlUI $aLj>j (>bili 

Lq 9A9 JjqjlII cULjLlqJ rtin^j ^Ij^Ilj ^LJUqj 
^jju ^jjq nK 9I0 ^lqLjjjJI I^jl oLI lLL^Iaj 

9!^^ Jl^^l Iji^ u^ 1 ^^ 
^jqLjj-JI 1,1^0 ^jiKqij^I SaIqjL JL^j^II ^II^j 

i n inn II ^t}*** ^HjI ,i^JJ diniilL Jirin^fl 9^ 

JJQJJUaJ 9A jl(T>^ II l^iL JjL jLjL^I oLcljjQ i I^J 

i n inn II ^j^^^ ^QjI ^i^j 1^1091119 (Jjuqx tol 
jlki^ll ^lc ^IjjljuijI J-o-5Lj ^kjqLjj-lLI ^Iflnill jLl^ 
(^Ul9 ^^LaaII ojj3^I ag^Qflll (5jlUI 
^Ul i5jA^fl ^qIjjJI j LjLl^I LlIa ^jLslj 

► jLai^JLi JLoj^fL ChU^^ 
« LJ^jI ^qLjjjJI I Jul <±U ^amij ^ 



1 
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i 





Windows Remote 
Desktop Connection 



d9 ilhllg ililnlnll <&jL£uq J1a LajIjjlajq 1 9 ig 

J* 9 £aI>i ^1 ^Jl £l2*3 2 JL^JLi JaKII ^<^TH 9 
(j-o jgAijgJI ^lc ola^H J i9n1 9A ou ^qUSJI lILlLcLq 

pi SLlSjlSa ^.ljI ^9-^9 J Ml (Jjq S<« A 

3 rt^il,tm (5>i( 4jq.i1 9! DynDNS Jl 
JjjgjJI ^ Forward Jac 0^^' ^ gll^ 

aiiAll gjll (j^lAJ glnnill «Tlj^u^I £a jlku ^ilf 




1 DwpOy I IflMtflWOUCOM Ji.Pw tmc Aft'Src*; 

Logon «tsr>ci 

51 




1 



V 



>Ii5uLi ^nihgJI ^pifu ^agj ^Ul £afjJf p^J^ 11 tdLL* ,*Til>a oaal Log Mel n rm.^Tml A 

Instant Housecall, Dirhdim, ShowMyPC, l>JI J^ol ^ <i>^ ^9 1^ ^ 

^jJU IliL ^h.n.jll ^litXli^f (j^u gjQ doiih^il ^piAj ^a^j Uilrl , Mikogo, Yuuguu f 

Ig^jLo OfciiiLo (jjH ^lqIj^ ^q^.i*J ale 9J9 djugaXJI ^j-o Igl.tfinitf *io Iq iqCi <jl ^IojI j09^J' jO^J 

|Ojlq^9 LaLI Ljg^jLiu p( 



^1 
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WCN A SjLfcii 




IT Jl iiiL^j^i L&lq Uj ^LixAII JLauo ^Lij jll. 2 

oIj^I oaa 65^5 ^! ^lA^l^JI ^l^V^I t>a"^ij 

."in -Q-S2-J ^TnlljJ Ij ►(JL? Q II ^JJj ^.XJ die ^ I 9? tit J 

t ** ♦ ** * 

l— iL^Lojg tliijL^ii <.^ur\ n"UL olj^fl ol^ ^ j ni 1 -Ljl^ 

Wireshark :J±£ 

oj-^ ^oli >c ^1 ,2007 roLc j_Lq SL^JI ol^ jj^j ^1 Sj-l^JI ojLg/AJI ^5 University 

'.Solj^l 



500000 ^1 14J J^'lil 

^jJI (JjLjLlI J)(}nl (3-^-1^9 <>(JI fiQ II 1^ 



ja^lqJI SL^5iiLoJl ^5^1 aaA ^jq jn^i^i Wireshark ^jJaJL 

jIjjq J^aj *\» ^ c201 0 ^oLsd IT JL^jq ^"jjl^l"* 11 ^[9^' 
^.XJ Lg-LC jl^l (J-L^DLOJ ^^Jl J^j_La_jl (jj ol J^f I ol^ S^gali I5 ♦ Lj^jIi 



WIRESHARK' 

CERTIFIED 

NETWORK ANALYST 



c * c 

*o jj^I^JI 3 L-u II 
:SLjgJjQ^oJ| gjLua^g o II5 3 U uj^f I cLlc^j 
djUKj^l 2LaJJL A^i-o 2LLL^L U±i 
Lai :/*-<&9 ^ I ^j_Q ^j_LC.^j i ,Un A 

Multiple sy^LoJl ^jijLpJl 5 i true/false 
jLikl jja^j usa Aaij An ((Choice 

-.1 jLaJLol ( _ r Q Lo£ jLl£. <jjQ jiSI (_>iJ-Jq aj^Iq 

^jj"^"" aii^^i o^45 >^^' ^j'j^aji 

Yj S L-LSLQ l-LL^I 1 1 4 ■ ^ I QJ ^1 L-ll U UA, ^ I j^-ua 

2Lqjl£j 120 (jKTo^fl ojjq (j^SLj^ cLg-Lc JI^jjjJI 

dJLLC .li^l ^ill Jl^^lJJ (C^jJI L^JM^ 

5u^-LLxqJ I gjuialg o 1 1 d 1 n 1 U L Lol ,cLjL^^I j±jJl3^ 



Wireshark j^il* ^ 0JI4AJI oj 
Lg-LoL^ J)l °^±j^ Certified Network Analyst 
2u£l jjq ^.i Wireshark ^IjAI^I jjU 
J^ULjf j^j^jg ^LLiljUl JjlK3^ 3l1±^AJI 

♦♦ ♦♦ ft 

TCP/IP Slc^^^j Su^LiJI 411^5^35^(5 

:oj|g II (^-Lc- jjj ^^ II cLqjjJ^ 



jLljL^ I A5LJ OJLg.jUI ol^ ^ I C (Jj)i/n^ II j^QJ 

cJ^jjIj jLlL^I ^Jl <xiiLbl c(J>j!^I_j5I jj^I^ (jL^JuqI 
^-o-u-lj Lo 5I 5ja-Sj 20 ( ^ 7 -Lc jjj*'*^ II 5-<&9 

j ^ojnfni) jj^I^JI ^oLsdl CPE 



pLgJLjl A5LJ OJ^jLjQ cL^lLLII cL6jJ2jQ ^Q l J5 t ((JjlL£ 



LQJ_1 
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Wireshark Functionality. 
TCP/IP Network Communications. 
Network Troubleshooting. 
Network Security. 



_ hMp-de .-nload-hadpeap - WiHshatfc 
file |<fit Vie-.v Rapture Aiwlyza ^lalittks Telephony Tcok Help 



Fjller: 



Q CE^ □ SiH^&llfifl 



> Ejpre-siicn.., CEea^ Appfy 



L 

[15 5 0.O062S9 61. 0.17 

pL57 0.005456 61.8,0.17 

159 0-0^1 iOi 61. 0.17 — 



Time 

LX&_i 



Sou roe: 



Destination 



Pmtctel 5EQ 1 



iVmdoivsize Info 



156 0.000031 10.0.52.164 61.6. 



54 61.8.0.1/ 




10.0.52.154 TCP 
10.0,5 2.164 TCP 

II II IIMI'I 

10.0,5 2.154 TCP 



3 




5 400 [TCP segment of a reassembled P0U] 
5400 [TCP segment of a reassembled PDU] 



TCP Dup ACK 134#ll] ads > http [ACK] 5eq=446 



L12750 185420 [TCP Dup ACK 134#12J ads > http [ACKJ Seq=44 



5400 [TCP segment of a reassem bled f>Du] 



VCKJ Seq~44 



1 



1S5420 LTCP Dup ACK 134^14 J ads > htt 



l/il .'I'-ei^iiit |0 Gnph]; hfctp-downltjaif-Iiad.p6.ap 



source port: nnp ^juj 
Destination port: ads (2550) 
[Stream index: 0] 

Sequence number: 134650 (relative sequence nun 
[Next sequence number: 136110 (relative sequer 
Acknowledgement number: 446 (relat ive At k in. 
Header length: 20 bytes 
♦ Flags: 0x10 (ACK) 

window size: 6400 (scaled) 
i>: Checksum: OxbecO [correct] 
[SEQ/ACK analysis] 
■This is an ACK to the segment in frame: 1601 
[The ftTT to ACK the segment was: 0.006243000 se 
tcp segment data (1460 bytes) 

0000 OS 00 46 f4 3a 09 00 04 75 c9 51 b6 OS 00 45 

0010 05 dc 99 lb 40 00 37 06 29 44 3d OS 00 11 Oa 

0020 34 a4 00 50 09 f6 9f f& ff 0? fS ed ee 50 

0030 00 32 be cO 00 00 cc 46 0d 16 eG 6S ac 25 ab 



-100 




Graph jjColwjf^ta: 



GophS 



Style: Lire 

Style FBir 

5tyta Liu 

Style Lirv€ 

Style Li*i* 



I - Peceb per tide 

1 Jfiew k Imw of day 
- Axis ~ 



a 



Sulr Aytp 



ktlp 



ir 



£lost 



O "C:\Usert\Liufd. trd«4 h-!rp-dD.*nlpad-bad.p<ap" 5546 ... 


Packets 7195 Citplayed: 7195 MdrkcdbO 


Prcfil*: Default 





3.±^>L_3 ojli 31*9 ^^lKJI c a^J ^Ul ^j^JI 

(JJL_uJ _J^Lj OJ-qJ 3_JL_1 (J3-^-J CT^"^ CO jL^. "jiJI 

J___ j j_c ^^ic jjji^i^ II oj^AJI JjoL_. ^Xc 



(j^Lo^fl (Jl q II Shn 1 #o^l ^Jl ^jJLj 

Cr-Q ^I^Ti Cr g-Q c(jL^JLoMJ 3-SI j-O Lg_J ^Xll 

LgJ a^5_j . omiMJ^ cLljj-slII J^jJI cLljJLc 
^H) J^aJI ^lc (551^ Ja_jlj lli*9 ,^1 >sdl ^.i 



j-l^LUJ CPE u q loj Lo^ ^1 3 Iq^-j 20 o-c Jij 



:2J^jJI Jjilj Lg-Lj^LLc ^Jl 2LiLbl j-^Ijjo L^J^J 

http://www.kryteriononline.com/host_ 

./locations 



jiaLaj^CPEJI 



1 ^ qJI oI_ c5— — I ^.i SJ-lslo l_U_ L_lj 3I j_si __l Li ^L_Lq^I 3 nKl 0^3- 



• Network communications. 

• Troubleshooting. 

• Network testing/optimization. 

• Network security. 



Lol 

Lai tJ ^ 5 J 299 jliJ ^ >ij>fl ^ 2^ >_JI 
.j^f^j 29 dJiai^— jjUl (j La-La ^1 1 ^ ■ ■■■ 

♦♦ 

:^LUI 

3.i jjlqJ^ c www.webassessor.com/pai 

www.wiresharktraining. t^jmi y±c> 

. com/certification 



O-u _\JJ 6^9_lII 
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Activity 


Area 


Duration (hours) 


CPE credits 


ONLINE TRAINING: Attend an 
online webinar about Wireshark 


Network 

Testing/Optimization 


2 


2 


TECHNICAL READING" Read 
RFC 1323- Window Scaling and 
capped ,ace files for study 


Network 

Testing/Optimization 


2 


2 

mmm 


CONFERENCE SESSIONS: 

Attend two Black Hat sessions 
focused on network forensics 


Network Security 


3 


3 


TECHNICAL READING: Read 
Wireshark Network Analysis 
Study Guide - Chapters 4-5 


Network 

Communications 


2 


3 





Wireshark Certified Network : ^U^il ^1 
Analyst: Official Exam Prep Guide 

CD £jq 202 : iIjK II Jfiic 



♦♦ 

O J J a Q Lq] ^ Q u I J II (J I Vt Q^fl d I ilLJ cLi j 1 



ojI^AJI ^lLq d-OJ>b ^.i 0 i)^r J ^Ul J-u^JI 

SaJLox. ^.i Lg-LoLa (Js? Vt LgJ^ J^LSJJI »oLL^j 3^ 

♦♦ * 

j ijl5Lj Su^i^aJLoJI IT Jl tjL^jjii (j^o; <jLo 

CLLLb^LlI 



c^jAl lHjI^J-J^ l1> I J-O-J^JQ J3-u3J^ l-J9^9 ^Jl <ii)Lbl 
Qjlg/ntl I SL^JLqJI d^JI £MjL ^Qjnl l±JJ J AiLJ^ 



Jl cL^Dj.i oJ^jIlLI cL^jLqJI 3^JI 



^1 duUhl SLLl^l ^5/1^ fi-j^iWII 



1 m 



Wireshark Network Analysis: : l_jIi^JI ^1 
The Official Wireshark Certified Network 

Analyst Study Guide 

800 : ."iUA.^II 
gjLualg o II g-Lo^ l-jLl^JI Ij.^ ^ 1^9 j : l-jLl^JI o^j 
^1 aiL^I ol^^l w,iu^ii 3Lu>bdl 

Troubleshooting Jl SLd^u Su^LiJI ^Ijl^oJI 
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